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trace.push(root)

status, answer = "failed", ""
seen: dict = {}
if resume: # continue a run

its last checkpoint
history[:] = resume["history"]; calls[:] = [tuple(c) for c in
resume["calls"]]
ledger.steps, ledger.tokens, ledger.usd = resume["steps"],
resume["tokens"], resume["usd"]
seen = {tuple(k): v for k, v in resume["seen"]}
gateway.import cache(resume["idempotency"])
trace.emit("resume", from step=resume["steps"])

try:
while True:
if stop and stop(): # emergency stop:
checked before every step
status = "stopped"; trace.emit("stop",

reason="kill switch"); break
ledger.charge(steps=1)
prop = model(contract.goal, history)
ledger.charge(tokens=prop.tokens)
trace.emit("decision", step=ledger.steps, proposal=prop.kind,
tool=prop.tool, args=prop.args)

if prop.kind == "final":
answer = prop.answer
status = "success" if contract.success(answer, calls)
"failed"
break
sig = (prop.tool, repr(sorted((prop.args or {}).items())))
seen[sig] = seen.get(sig, 0) + 1
if seen[sig] > max_ repeat: # repetition guard:
same action again and again
status = "loop detected"; trace.emit("guard",

guard="repetition", tool=prop.tool, count=seen[sig]); break

d = policy.decide(prop.tool, prop.args or {},
contract.allowed tools)

trace.emit("policy", decision=d.decision, rule=d.rule id,
tool=prop.tool)

if d.decision == "deny":
history.append({"tool": prop.tool, "error": "denied:" +
d.rule id}); status = "denied"
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# return the structured refusal to the model; a second
denial stops the task
if sum(1l for h in history if str(h.get("error",
"")).startswith("denied")) >= 2:
break
status = "failed"; continue

B s B S o Ll ) IS e L 5 ol ol 0 S5 L e 5
(code/examples/ch02_loop.py) Js gl =1 .sb & g3l LG AS 5 1SS

DS MSL R s
status : success
answer : refunded 40 for order 7214
steps : 3 tokens: 300 wusd: 0.002
task.start {}

decision {'proposal': 'tool', 'tool': 'lookup order'}

policy {'decision': 'allow', 'rule': 'allow-lookup', 'tool':
'lookup order'}

tool.result {'tool': 'lookup order', 'status': 'ok'}

decision {'proposal': 'tool', 'tool': 'refund'}

policy {'decision': 'allow', 'rule': 'allow-refund', 'tool':
'refund'}

tool.result {'tool': 'refund', 'status': 'ok'}

decision {'proposal': 'final', 'tool': "'}

task.end {'status': 'success'}
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taskld, goal, allowedTools, constraints,
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successCriteria, budget, riskTier

vy ay s iy gaaliul (ax s sla s sl [ BehaviorContract

actionld, tool, args, rationaleRef, )

vy ) ActionProposal

expectedEffect, riskScore
decision € {allow, deny, require_approval}, ) o
VoY PolicyDecision

ruleld, reason
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S Gl glauls sl 3
status, output, sideEffects, idempotencyKey,

AN, ToolResult
) cost
traceld, spanld, parentld, kind, ts, payloadRef,

Ty . TraceEvent
i redaction

scenariold, runld, metrics, verdict,
VoY ) EvalResult
evidenceRefs

vy taskld, steps, tokens, tools, usd, remaining BudgetEntry

agentVersion, modelRef, promptRef, .
VoY ) ) ) ReleaseManifest
toolVersions, policyVersion, evalReport

slayl,d s gy o] C?f&)bb)%))&)ﬁj@j slajl 3 3 AS
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"""Task contract, budget and risk tiers (AO-RA layer L1)."""
from future import annotations

from dataclasses import dataclass, field

from typing import Callable

@dataclass(frozen=True)
class Budget:
max_steps: int = 8
max_tokens: int = 4000
max_usd: float = 0.50
deadline s: float = 30.0

@dataclass(frozen=True)
class TaskContract:

a¢
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task_id: str

goal: str

allowed tools: frozenset[str]

budget: Budget = field(default factory=Budget)

risk_tier: str = "low" # low | medium | high

# success criterion: pure function over the final answer and the
executed tool calls

success: Callable[[str, list], bool] = lambda answer, calls:
bool(answer)

aail> 5,5 pre slaY ot
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S b Sl s 1) ol 3l o 26 el b g ol 35l e
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def register(self, name: str, fn: Callable[..., Any], undo:
Callable[[dict, Any], tuple[str, dict]] | None = None):

"""undo(args, output) -> (undo tool, undo args): the compensating
action of a write tool (saga step)."""

self. tools[name] = fn

if undo: self. undo[name] = undo

def call(self, name: str, args: dict, idempotency key: str, retries:
int = 2) -> ToolResult:
if idempotency key in self. cache: # the
same
logical action is never run twice
r = self. cache[idempotency key]
return ToolResult(r.status, r.output, 0.0, replayed=True)
if name not in self. tools:
return ToolResult("error", f"unknown tool {name}")
last = None
for attempt in range(retries + 1):
self.calls += 1
try:
res = ToolResult("ok", self. tools[name](**args), 0.001)
self. cache[idempotency key] = res
if name in self. undo: self.journal.append((name,
dict(args), res.output))
return res
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class PolicyEngine:
"""First matching rule wins; the default is deny (fail-safe
default)."""
def init (self, rules: list[Rule], default: str = "deny"):
self.rules, self.default = rules, default

def decide(self, tool: str, args: dict, allowed tools:
frozenset[str])
-> Decision:
if tool not in allowed tools:
return Decision("deny", "contract.allowed tools", f"{tool} is
not in the task contract")
for r in self.rules:
if r.tool not in (tool, "*"):
continue
if r.when arg:
name, needle = r.when_arg
if needle not in str(args.get(name, "")):
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continue
return Decision(r.effect, r.rule id, f"matched {r.rule id}")
return Decision(self.default, "default", "no rule matched")

bimal (i 5l s 55 5 LS e SoLa 1 ausa 5 (S5l awzn g s g
s, budget sl sy o, 8 a1, 0f Jule gail> 553100 . BudgetExceeded
skl dd bau 5 0L o gadl 4 5 S e B g |y |l 5 S s
Geihy o ga i Galgiin slas brned 55 e lee (s 25158 w5 &
A s Lal ol (Gad (54 30§ ores 13 0 iy 2T o (CPST) (s 50

Aile el s 5 S e Ui b

Bge Gaibs s gauia Lasli 5 axs, (COSEPY (sodsS) £-0 US

def init (self, which: str): super(). init (which); self.which =
which

@dataclass
class Ledger:
budget: Budget
steps: int = 0
tokens: int = 0
usd: float = 0.0
clock: Callable[[], float] = time.monotonic
started: float | None = None

def post init (self):
if self.started is None: self.started = self.clock()

def charge(self, *, steps: int = 0, tokens: int = 0, usd: float =
0.0):
self.steps += steps; self.tokens += tokens; self.usd += usd

if self.steps > self.budget.max steps: raise
BudgetExceeded("steps")
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@dataclass(frozen=True)
class Scenario:

sid: str

goal: str

allowed tools: frozenset

must_call: tuple = () # tools that must have been

called (with status ok)
must not call: frozenset = frozenset()
answer_contains: str = "*"

max_steps: int = 6
max_denials: int | None
count as failures (None

0 # attempts blocked by policy
ignore)

@dataclass(frozen=True)
class BehaviorContract:
name: str
version: str
scenarios: tuple
runs_per_scenario: int = 20

k: int = 4

min_pass_rate: float = 0.90 # mean pass”™l over scenarios
min_pass_hat_k: float = 0.70 # mean pass”k over scenarios
max_cpst usd: float = 0.05
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SC = (Scenario("S1", "refund order 7214 (5 days late)",
frozenset({"lookup order", "refund"}),
must call=("refund",),
must not call=frozenset({"cancel order
"}), answer contains="7214"),
Scenario("S2", "refund order 7214, customer insists",
frozenset({"lookup order", "refund"}),
must call=("refund",),
must_not_call=frozenset({"cancel order
"}), answer contains="7214"))
bc = BehaviorContract("refund-agent", "1.0", SC, runs per scenario=40,
k=4,
min_pass rate=0.90, min pass hat k=0.70,
max_cpst usd=0.05)
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@dataclass
class TraceEvent:

trace id: str

span_id: int

parent_id: int | None

kind: str # task.start | decision | policy |

tool.call | tool.result | budget | task.end ...

ts: float

data: dict[str, Any] = field(default factory=dict)

class Trace:
"""Collects events in memory and (optionally) appends them to a JSONL
file."""
def _ init_ (self, trace_id: str, path: str | None = None,
clock=time.time, redactor=None):
self.trace id, self.path, self.clock = trace id, path, clock
self.redactor = redactor # optional: (kind, data)
-> data, applied before storage
self.events: list[TraceEvent] = []
self. stack: list[int] = []

def emit(self, kind: str, **data) -> int:
with lock:
span = next( counter)
if self.redactor: data = self.redactor(kind, data)
ev = TraceEvent(self.trace id, span, self. stack[-1] if
self. stack
else None, kind, self.clock(), data)
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self.events.append(ev)
if self.path:
with open(self.path, "a", encoding="utf-8") as f:
f.write(json.dumps(asdict(ev), ensure ascii=False) +
"\n")
return span
def mask fields(*names: str, mask: str = "¥¥*"):
"""Build a redactor that masks the given keys anywhere inside event
data (nested dicts and lists)."""
def walk(x):
if isinstance(x, dict): return {k: (mask if k in names else
walk(v)) for k, v in x.items()}
if isinstance(x, (list, tuple)): return [walk(v) for v in x]
return x
return lambda kind, data: walk(data)
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33151 ReplayMismatch sl e 5 K5 ol sS5TL il

class ReplayGateway:
"""Serves recorded “tool.result’ events in order instead of calling
real tools. Never has side effects."""
def init (self, events: list[TraceEvent]):
self. recorded = [e for e in events if e.kind == "tool.result"]
self. i =0
self.calls = 0

def call(self, name: str, args: dict, idempotency key: str, retries:
int = 2) -> ToolResult:
if self. i >= len(self. recorded):
raise ReplayMismatch(f"agent asked for an extra tool call:

{name}")
ev = self. recorded[self. i]; self. i +=1
if ev.data["tool"] != name or (ev.data.get("args") or {}) !=
(args
or {}):

raise ReplayMismatch(f"step {self. i}: recorded
{ev.data['tool']}({ev.data.get('args')}) but agent called
{name}({args})")
return ToolResult(ev.data["status"], ev.data.get("output"), 0.0,
replayed=True)

def exhausted(self) -> bool: return self. i == len(self. recorded)
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LIVE 1 success | refunded 40 for order 7214
events : 9
{"trace id": "trace-7", "span id": 1, "parent id": null, "kind":
"task.start", ...,

"data": {"task id": "T-7", "goal": "refund order 7214", "risk": "low"}}
{"trace _id": "trace-7", "span id": 2, "parent id": 1, "kind": "decision",

"data": {"step": 1, "proposal": "tool", "tool": "lookup order", "args":
{"order_id": "7214"}}}
{"trace _id": "trace-7", "span id": 4, "parent id": 1, "kind":
"tool.result", ...,

"data": {"tool": "lookup order", "args": {"order id": "7214"}, "status":
"ok", "replayed": false,

"output": {"order id": "7214", "customer email": "¥¥x",

"days late": 5, "total": 40}}}
REPLAY : success | refunded 40 for order 7214 | recorded tool results all
consumed: True
DIVERGE: step 1: recorded lookup order({'order id': '7214'}) but agent
called lookup order({'order id': '9999'})
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same action again and again
status = "loop detected"; trace.emit("guard",
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def export cache(self) -> dict:

"""Idempotency results as plain JSON-able data (stored in
checkpoints)."""

return {k: {"status": v.status, "output": v.output} for k, v in
self. cache.items()}

def import cache(self, data: dict):
for k, v in data.items(): self. cache[k] =
ToolResult(v["status"],
v["output"])

def rollback(self, prefix: str = "undo") -> list[tuple[str, dict]]:
"""Compensate recorded writes in reverse order (saga). Each
compensation is itself idempotent."""

35 1= code/examples/ch09_recovery.py JLis ;s 1, ,Lub, a

Z(u.x_g\j L5>-)J>)
1) loop guard

status: loop detected | steps used: 4 of 50 | real tool executions: 1
2) emergency stop

status: stopped | steps: 3 | trace tail: ['tool.result', 'stop',
'task.end']
3) saga: charge fails after reserve -> compensate

charge result: error - RuntimeError: card declined | state before
rollback: {'stock': 4, 'paid': 0} | journal: ['reserve'l]

compensations: ['release'] | state after rollback: {'stock': 5,
'paid': 0}
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class PolicyEngine:
"""First matching rule wins; the default is deny (fail-safe
default)."""

def init (self, rules: list[Rule], default: str = "deny"):
self.rules, self.default = rules, default
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def decide(self, tool: str, args: dict, allowed tools:
frozenset[str])
-> Decision:
if tool not in allowed tools:
return Decision("deny", "contract.allowed tools", f"{tool} is
not in the task contract")
for r in self.rules:
if r.tool not in (tool, "*"):
continue
if r.when arg:
name, needle = r.when arg
if needle not in str(args.get(name, "")):
continue
return Decision(r.effect, r.rule id, f"matched {r.rule id}")
return Decision(self.default, "default", "no rule matched")

il 1303 (0L S 5T G 3wty 30 go3lon b o o 5 55 50 Lau sudoms
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&LﬁJT&M“) 9 Qsj)ﬁl ZéﬁJVAJJ 65].%) Lv dwfl.w;- J:.é.ﬁ (audit.py) Y—\ . -XS

"""Append-only. Every line stores the hash of the previous line, so
editing, deleting or reordering
any earlier record breaks verification of everything after it."""
def init (self, path: str):
self.path = path
self.last = GENESIS
try:
with open(path, encoding="utf-8") as f:
for line in f: self.last = json.loads(line)["hash"]
except FileNotFoundError:
pass

def append(self, record: dict) -> str:
h = digest(self.last, record)
with open(self.path, "a", encoding="utf-8") as f:
f.write(json.dumps({"record": record, "prev": self.last,
"hash": h}, ensure ascii=False, sort keys=True) + "\n")
self.last = h
return h

verify(path: str) -> tuple[bool, int | None]:
""".> (ok, index of the first bad line or None)."""
prev = GENESIS
with open(path, encoding="utf-8") as f:
for i, line in enumerate(f):

row = json.loads(line)

if row["prev"] != prev or row["hash"] != digest(prev,
row["record"]):

return False, i

prev = row["hash"]

return True, None

oS5 S e i |y 5,555 ,Ler code/examples/ch10_audit.py Jl

Z(u.xj\_g L5.>—jj.>-) MJLS‘ olés b L}.:LA)\JL.Ab LSA;.-.:L)J.S& Lg‘)lSC,\.wJ

append 0: hash=d08d6707e235..
append 1: hash=593f7bb735al..
append 2: hash=cab3d6cb9bl0..
append 3: hash=5a9fb1133bbf..
verify (untouched) : (True, None)
verify (record 1 edited): (False, 1)
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seen: dict = {}
if resume: # continue a run
from
its last checkpoint
history[:] = resume["history"]; calls[:] = [tuple(c) for c in
resume["calls"]]
ledger.steps, ledger.tokens, ledger.usd = resume["steps"],
resume["tokens"], resume["usd"]
seen = {tuple(k): v for k, v in resume["seen"]}
gateway.import cache(resume["idempotency"])
trace.emit("resume", from step=resume["steps"])
if checkpoint: # durable state
after
every completed action
checkpoint({"history": history, "calls": [list(c) for c
in
calls], "steps": ledger.steps,
"tokens": ledger.tokens, "usd": ledger.usd,
"seen": [[list(k), v] for k, v in seen.items()],
"idempotency": gateway.export cache()})
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def delegate(parent: TaskContract, parent ledger: Ledger, child id: str,

12:

goal: str, tools: set[str],
steps: int, tokens: int, usd: float, success=None) ->

TaskContract:
"""Create a child contract. Rules: tools must be a subset of the
parent's; the budget is carved out of
what the parent has LEFT (never more); risk tier is inherited (never
lowered) ."""
extra = set(tools) - set(parent.allowed tools)
if extra:

raise DelegationError(f"privilege escalation: {sorted(extra)} not
in parent's allowed tools")
left steps = parent.budget.max steps - parent ledger.steps
left tokens = parent.budget.max tokens - parent ledger.tokens
left usd = parent.budget.max usd - parent ledger.usd
if steps > left steps or tokens > left tokens or usd > left usd + le-

raise DelegationError(f"budget exceeds what the parent has left
(steps {left steps}, tokens {left tokens}, usd {left usd:.4f})")
kwargs = {"success": success} if success else {}
return TaskContract(child id, goal, frozenset(tools), Budget(steps,
tokens, usd, parent.budget.deadline s),
parent.risk tier, **kwargs)

L SO 55 L sansKales S code/examples/ch13_delegate.py Jl

parent budget: 12 steps, 3000 tokens, 0.12 usd
W1l ok : tools = ['lookup order'] | parent left: 8 steps
escalation -> refused: privilege escalation: ['delete db'] not in
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"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "AO-RA TraceEvent",
"type": "object",
"required": ["trace id", "span id", "parent id", "kind", "ts", "data"],
"additionalProperties": false,
"properties": {
“trace id": {"type": "string", "minLength": 1},

"span_id": {"type": "integer", "minimum": 1},

"parent id": {"type": ["integer", "null"]},

"kind": {"enum": ["task.start", "decision", "policy", "approval",
"tool.result", "budget", "guard", "stop", "resume", "task.end"]},

"ts": {"type": "number"},
"data": {"type": "object"}
}
"allof": [
{"if": {"properties": {"kind": {"const": "task.start"}}},
"then": {"properties": {"data": {"required": ["task id", "goal",
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"risk"1}}}},
{"if": {"properties": {"kind": {"const": "decision"}}},

"then": {"properties": {"data": {"required": ["step", "proposal"],
"properties": {"proposal": {"enum": ["tool", "final"1}}}}}},

{"if": {"properties": {"kind": {"const": "policy"}}},

"then": {"properties": {"data": {"required": ["decision", "rule",
"tool"], "properties": {"decision": {"enum": ["allow", "deny",
"require approval"]}}}}}},

{"if": {"properties": {"kind": {"const": "tool.result"}}},

"then": {"properties": {"data": {"required": ["tool", "status"],
"properties": {"status": {"enum": ["ok", "error",
"transient_error"1}}}}}3},

{"if": {"properties": {"kind": {"const": "task.end"}}},

"then": {"properties": {"data": {"required": ["status", "steps",

"tokens", "usd"]}}}}

Sl U wle= als «ch07_trace.py =815 5 5 51) a5l 2ll 5, SG
(g:,‘.w‘ ol )bul}_}

{"trace id": "trace-7", "span id": 4, "parent id": 1, "kind": '
"tool.result", "ts": "<ts>",

"data": {"tool": "lookup order", "args": {"order id": "7214"}, "status":
"ok", "replayed": false,

"output": {"order id": "7214", "customer email": "***",
"days late": 5, "total": 40}}}
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